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No Unified Protocol Security
Lack of standard for security
protocol for the loT

@

Problem of Access Control +
Controlling access to a network, configuring
and applying an identity to the device.
Using authentication mechanisms to
ensure the appropriate security policies <
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Hardware Security Issues
What types of secure hardware can be

Q applied that fit to small and power-
constrained devices? Lightweight and
not too resource-intensive but still provide

adequate security

IP Connectivity New Vector
Device connecting to the Internet and to all
the malware, viruses, worms, trojans,
and other crimeware that exist online

Functional Safety Demands
Critical safety: the safety of human lives
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/ Consumer Protection Questions

The protection of consumer information as

h e T oAt cou VULNERABLE TECHNDLOGIES
they use smart pro ucts. This information cou

be about behaviour, location, habits, etc

loT SECURITY DEVELOPMENT Q THE SECURE GATEWAY

The Big Push - what's going to happen first? Hardware, Gateways, and "
Applications will be secured first. Then the rest will follow. SECURITY AT APPLICATION LEVEL

SECURE THE THINGS AT ALL THE LAYERS

= Secure Design and Product Development
- - - m  Authentication, Access Control
m Source Code Review, Bug Testing, and Pen Testing

= Embedding Security, Trusted Computing = _Security Protocols HARDWARE
= Network Security (IPS / DS, SIEM, FW) = Audits and Security Assessments

including wireless m  Regulatory Compliance and Certification

= Encryption Key Management, PKI = Data Protection and Privacy Guarantees
= Trust Management and Secure OTA = Product Security Lifecycle Management
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